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YNEYOYNH AHAQZH

H Papoute Anna-klio., yvwpilovtag Tig ouvémeieg TG AoyokAotmg, dnAwvw utrelBuva 611 n TTapouca
epyacia pe TiTAo «Mwg o1 avrIAQYEIS TwV XPNOTWV OXETIKA HE TO KUBEPVOEYKANUA Kai n
eumioToolvn oTI§ HEBOdOUS KuBepvoaopaAeiag Kai TEXVNTAG vonuoouvng emnpedlouv Thv
mpoeon xprong Al-e-commerce SI08IKTUAKWY OUGTNHATWY EUTTOPIOU; », TTOTEAEI TTPOIGV auaTnEd
TPOOWTTIKAG epyaciag kal OAEG o1 TyEG TTou €xw XpnaldoTToIRael, éxouv dnAwbei katdAnAa aTig
BIBAIOYPOQIKEG TTAPATTIONTIEG KO aAvOQOPES. Ta anpeia ATToU £Xw XENOIWOTIOINCEI IGEEC, KEIUEVO A/Kal
TNYES GAWV ouyyPAQEWY, avaépovTal EUDIAKPITA OTO KEIYEVO WE TNV KATAANAN TTapaTrouTt| Kal n

OXeTIKA avagopd TrepIAapBdveral 1o THAKA Twv BIBAIOYPAQIKWY avaPopwy [ TTARPN TIEPIYPAQH.

O/H AnAwv /oa
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NEPIAHYH

H Tayeia eméKTOON NAEKTPOVIKOU EUTTOPIOU KO QUEAVOPEVN EVOWUATWON TEXVNTAG VOnUOoUVNG O
WNQIOKA ETTIXEIPNHATIKG TTEPIBANAOVTA £xOUV pETOOXNUATIOEI TIC GAANAETTIOPACEIC KATAVOAWTWV-
ETAIPEINY, evw TTapAAAnAa evteivel Tnv ékBean o€ Kivouvoug kuBepvoeykApaTog. Kabwe 81adIKTuaKEG
ouvahayég egehicoovTal pakpotpoOBeaua, avTIAWEIS OXETIKA e TO KUBEPVOEYKANuA, EUTTIOTOOUVN
OTOUG Wnxaviopoug KuBepvoao@dAeiag kai amodoyr) ouotnudrwv mou Baaifovial oty Texvnt
vonuoouvn  avadeikvuovtal Kpiolyol KaBOPIOTIKOI  TTAPAYOVTEG CUMTIEPIPOPAS KAl  TTPAYMATIKAG
TPOBEaNS XPrONS TTAATPOPHWY NAEKTPOVIKOU epTTopiou TTou aTnpidovtal atnv Al. H yeAétn auth digpeuva
Vv €&ETa0N QVTIKTUTIOU OTOXEUOVTAG TTWG CUVOUACTIKA QVTIAAWEIS  WN@IOKWY XPNOTWVY YIid TO
KuBepvoEykAnua BAcEl Twv WUXOAOYIKWY, CUVAICONUATIKWY avTIdpACEWY Kal ETMITITWOEWY OT6
KUBEPVOATTEIAEG Kal TIETTOIBATEWV YIa KUBEPVOEYKANMATIES, EPTTIOTOOUVN OTIC EPAPUOTHEVES HEBBBOUG
KuBEpvoaoQAAEIag Kal duvatotnTeg TexvnTAG vonuoouvng emmpeddouv Tn aTA0N Kal TpoBean XpRong
OUCTNUATWY NAEKTPOVIKOU epTropiou e Al. Ta Tnv emiteudn oToxou, N £peuva evowpatwvel 10 Movtého
Atrodoxng Texvohoyiag (TAM) kai Oswpia 2xediaouévng Zuptepipopds (TPB) ot £va véo evvoioloyIkd
TAQICI0, ETTEKTEIVOVTAG TA UTTAPXOVTA HOVTEAD EVOWWATWVOVTAG TNV EUTTEIPIO KUBEPVOEYKAAUATOC,
avTIAWEIS Y1a KUBEPVOEYKANpATIES, TTAPAYOVTA KUBEPVOWUXOAOYIKAG BIATAPAXS XPNOTWY KAl AVTIANTITH
EUTTIOTOOUVN WG BATIKES OOWEC.

Yi00etiBnke pikt peBodoAoyikhy TTpoaéyyion. To TOI0TIKO OKEAOG OUCTABNKE WECW EKTEVOUC
avaokotnong alyxpovng akadnuaikAg BIBAIoypagiag armod S1AQopoug EMIOTNUOVIKOUS TOHEIS OXETIKA E
KuPepvoéykAnua, KuBepvoao@aAeia Kal TEXVNTH vonuUooUVN OTO NAEKTPOVIKS EUTTOPIO, EVW TTOCOTIKO
okéhog TepINGuBave éva dopnpévo BIOBIKTUAKSG €PWTNUATOAOYIO TTOU OlaveUrnOnKe O€ €VEPYOUC
WNPIaKOUS KATAVAAWTEG WE epTTEIpia aTIC BIABIKTUAKEC TUVOANAYEC Kal KUPIO aToIxEio TV TTBavr ékBean
010 KuPepvotykAnua. Ta dedopéva avahlBnkav XpnoIPOTIOIWVTAG TO OTATIOTIKG TTAKETO AOYIOMIKOU
Jamovi. Aigghxbnoav  TEQIYPOQIKEG  OTATIOTIKEG OOKIUEG  aglomoTiag, eykupdtnTag, avOAUOEIS
ouoyxétiong, aveédptnta t-tests delydaTwy Kal amAéC-TTOAAATTAEG avahloelg TTaAVOPOPRTEWY yIa va
OOKINAOTOUV EPEUVNTIKEC UTTOBETEIC KaI aCI0AoynBoUV DOWIKEG OXETEIC METAEU KOTAOKEUWV TOU VEOU
EVVOIOAOYIKOU HOVTEAOU.

Ta atanoTikG amoteAégpaTa amokGAuyav OTI EUTTIoTO0UVN G€ Al, OTAON, UTTOKEIPEVEG VOPUES KAl
avTIANTITAG EAeyX0C CUUTTEPIQOPAC ETTNPEACOUV APETA Kal OTATIOTIKA anuavTika Ty TpdBean ayopdc,
avadeIkvuovTag Ta KaBoplaTIKoUG BeiKTEC UIOBETNONG TTAATQOPUWY NAEKTPOVIKOU EUTTOPIOU WE TeEXVNTA
vonuoauvn. AvtiBeta, eummotoalvn o€ UeBOdoUS KuBepvOaoPAAEIac kal apvnTIKA avTiAnyn XpnaTwy yia

KuBepvotykAnua dev eixav Gueon emidpaon otnv mpdBean. MapaAAnAa, OGiamoTwenke, 1600
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EUTTIOTOOUVN OTOUG Unxaviopoug KuBepvotipoaTtaciag, 6ao kar Al, KaBwg kal apvnTikr avtiAnyn yia
KuBepvoeyKANUATIKA TTPOQIA AoKOUV ONUAVTIK ETIPPOR OTN OTACT, £MIRERAILVOVTAC TOV EUUETO POAO
Tou¢ otn dlapdpewan mpEdBeang. Mapdtl 10 KUBEPVOEYKANUA GUVOAIKG TTOPOUCIiaCE OTATIOTIKA
onupavTikh emidpaan aTtnv TPdBean, o diauegoAapnTIKGS Tou PAAOS aTTOBEIXTNKE TIEPIOPICUEVOS, KABWS
Oev aoKeEl ouaiwdn apvnTikh €TidpaCN PEOW TNG EUTICTOOUVNG OTIC HEBBOOUC KUBEPVOUTPAAEIQC.
KaBopioTikdg povo, utmipte o pohog epmiotoolvng o€ Al omv evioxuon mpoéBeong péow Tng
avTIAOUBavOUEVNG ETTITITWONG KUBEPVOEYKAAUATOS OTOUG XPrOTEG, £vw UTTOAOITTEG dlaETONABNTIKEG
OX£0€IG KpiBnkav pn oTaTIoTIKG onpavTikéS. Ta péoa emimeda eUTTIOTOOUVNS XPNOTWV yia Xpron Al-
Based E-commerce cuaTnuATWV WE TTPONYOUHEVN KUBEPVOEYKANUATIKA EPTTEIPIA O€ TUYKPIOT HE EKEIVOUG
Xwpic avtiaToiyn, dev UTTEDEIEAV GNUAVTIKA OTATIOTIKA ATTOKAION UTTOYPAUUI{OVTaG TOV JETPIAOTIKG POAO
NG TTPOOWTTIKAS €KBEONC OE KUPBEPVOATTEIAEG, VD DEV UTTAPEE OGI00NMEIWTN OUTIWON CUCXETION HETAEY
KUBEPVOEYKANMATIKAG euTTEIpiag Kal TpOBeong xpAong TEToIwV GUOTNUATWY TTapd TV apvNnTIKN
kateUBuvon oxéang. MePIEKTIKA, TA EUPAUATA UTTIOYPOUUICOUV Tov KEVTPIKG pdAo eutmioToolvng aTvV
TEXVNTA VONUOCUVN KOl WUXOKOIVWVIKWY TTAPAYOVTWY GTN AqEn atmo@acewy Twv Wn@IoKwv XpnaoTwy,
utrodeikvuovTag 611 1 uloBétnan Al 0To NAEKTPOVIKG UTTOPIO EEAPTATAI TIEPICTATEPO ATIO AVTIARWEIS
EUTTIOTOOUVNG Kal EAEYXOU TTAPA TO POBO KUBEPVOEYKARUATOC.

H mapoloa peAétn cuuBAANel BewpnTIKA Kal TTPAKTIKA ETTEKTEIVOVTAG Ta KaBIEpWUEVA HOVTEAQ
amodoxig HEOW EVOWUATWONG TWV KUBEPVOWUXOAOYIKWY dIOCTACEWY Kal KUBEPVOATPAAEIOG pE TV
UTTOOTAPICN TEXVATAG vonuoouvng. Ta €upApaTa TTAPEXOUV EQOPUOCIKES YVWOEIS VIO ETAIPEIEC
NAEKTPOVIKOU eUTTopiou, uteUBuvoug Xapatng TTONITIKAG Kal TTayyeAuaTies KuBepvoaaaAelag pe aTdxo
TNV Evioxuaon eUTTIoTOOUVNG XPNOTWVY Kal BIwoiudtnta TAaTQoppwy. EvBapplveral peAAovTIKA Epeuva
OXETIKA WE TIC BIAXPOVIKEG ETTITITWOEIG, OIATTONTIOUIKEC OIOQOPEC KAl TTPONYMEVOUS HNXAVIOHOUG
dlakuBépvnong ¢ TexvntAG vonuooUvng yia TIEPAITEPW evioxuaon ac@oAwv Kal agIoToTwY

OIKOOUGTNUATWY YNQIaKOU EUTTOPIOU.

Aé€eig-KAaidia: Texvnti Nonuoauvn, HAektpovikd Epmdpio, Zupmepipopd KartavaAwtwy, KuBepvotykAnua,
KuBepvoao@aAeia, Ocwpia Zxediaouévng Zupmepipopdg, EpmoToouvn, Mpbébeon Ayopdc.

vii



ABSTRACT

The rapid expansion of e-commerce and the increasing integration of artificial intelligence into digital
business environments have transformed consumer-business interactions, while also intensifying
exposure to cybercrime risks. As online transactions evolve over time, perceptions of cybercrime, trust in
cybersecurity mechanisms, and acceptance of Al-based systems are emerging as critical determinants of
behavior and actual intention to use Al-enabled e-commerce platforms. This study explores the impact
examination by aiming to examine how digital users’ perceptions of cybercrime based on psychological,
emotional reactions and impacts of cyberthreats and beliefs about cybercriminals, trust in applied
cybersecurity methods, and Al capabilities collectively influence attitudes and intention to use Al-enabled
e-commerce systems. To achieve this goal, research integrates the Technology Acceptance Model (TAM)
and Theory of Planned Behavior (TPB) into a new conceptual framework, extending existing models by
incorporating cybercrime experience, perceptions of cybercriminals, user cyberpsychological distress
factor and perceived trust as key constructs.

A mixed methodological approach was adopted. The qualitative part was established through an
extensive review of contemporary academic literature from various scientific fields related to cybercrime,
cybersecurity and artificial intelligence in e-commerce, while the quantitative part included a structured
online questionnaire distributed to active digital consumers with experience at online transactions and
main element their potential exposure to cybercrime. The data were analyzed using the statistical software
package Jamovi. Descriptive statistical tests of reliability, validity, correlation analyses, independent
sample t-tests and simple-multiple regression analyses were conducted to test research hypotheses and
assess structural relationships between constructs of the new conceptual model.

The statistical results revealed that trust in Al, attitude, subjective norms and perceived behavioral
control directly and statistically significantly affect purchase intention, highlighting them as decisive
indicators of adoption of e-commerce platforms with artificial intelligence. In contrast, trust in cybersecurity
methods and negative user perception of cybercrime had no direct effect on intention. At the same time,
it was found that both trust in cyberprotection mechanisms and Al, as well as negative perception of
cybercrime profiles exert a significant influence on attitude, confirming their indirect role in the formation
of intention. Although cybercrime overall had a statistically significant effect on intention, its mediating role
proved to be limited, as it does not exert a significant negative effect through trust in cybersecurity
methods. Only the role of trust in Al was decisive in enhancing intention through the perceived impact of
cybercrime on users, while other mediating relationships were deemed not statistically significant. The

average levels of trust of users for using Al-Based E-commerce systems with previous cybercrime
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experience compared to those without, did not indicate a significant statistical difference, highlighting the
moderating role of personal exposure to cyberthreats, while there was no significant correlation between
cybercrime experience and intention to use such systems despite the negative direction of the relationship.
Overall, the findings highlighted the central role of trust in Al and psychosocial factors in digital users’
decision-making, suggesting that Al adoption in e-commerce depends more on perceptions of trust and
control than fear of cybercrime.

This study contributes theoretically and practically by extending established acceptance models by
incorporating cyberpsychological and cybersecurity dimensions with Al support. The findings provide
actionable insights for e-commerce companies, policymakers, and cybersecurity practitioners to enhance
users trust and platforms sustainability. Future research on the temporal implications, cross-cultural
differences, and advanced governance mechanisms of Al is encouraged to further enhance safe and

trustworthy digital commerce ecosystems.

Keywords: Artificial Intelligence, E-commerce, Customer Behavior, Cybercrime, Cybersecurity, Theory of Planned

Behavior, Trust, Purchase Intention.
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